Laborbericht - NVS - 5CHIF

Name: Juri Schreib

Datum: 2017-01-23

Ziel: Erfullung der Aufgabenstellung

KMU 1 Netzwerkplanung

Netze

ID Name Network Address Subnet

1 | Management|10.0.0.0 255.255.255.0
10 | DMZ 10.0.10.0 255.255.255.0
20 | Intranet 10.0.20.0 255.255.255.0
30| VOIP 10.0.30.0 255.255.255.0
40 | Staff 10.0.40.0 255.255.255.0
50 | Guest 10.0.50.0 255.255.255.0
Netzwerkgerite

Server und Netzwerkgerate

Hostname IP VLAN Gateway DNS
RO ISP provided Public IP |- - ISP Provided DNS Server
10.0.0.1 1 - -
10.0.10.1 10 |- -
10.0.20.1 20 |- -
10.0.30.1 30 |- -
10.0.40.1 40 |- -
10.0.50.1 50 |- -
10.0.50.1 60 |- -
FWO 10.0.0.2 1 10.0.0.1 (10.0.0.1
SWO0 10.0.0.3 1 10.0.0.1 {10.0.0.1
APO 10.0.0.4 1 10.0.0.4 (10.0.0.4
Acadia 10.0.10.2 10 10.0.10.1 {10.0.10.1
Badlands 10.0.20.2 20 [10.0.20.1(10.0.20.1
Drucker 10.0.20.100 20 [10.0.20.1(10.0.20.1
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ostname | Hoster prolRded Public

IWT7-P=N

VLAN

Gateway

Hoster provid®¥public DNS

Reawood IP Server
gfcuk%p N/A ) i )
Endnutzergerate

Hosthame P VLAN Gateway DNS
Staff Phone (DHCE) 203027 130 110030.110.030.1
Sl eriaions YN Clens {010 199402 5 [100.401 100401
Guest Wireless Devices g[c))l—(l)CSF;)215040502 50 ]10.0.50.110.0.50.1
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VPN Clients
(Tunneled Connection)

DMZ VLAN
E_—/

i
Verschlusseltes Cloud Backup
(Amazon Glaicer / Tarsnap)

Internet

Redwood
Offentlicher Webserver

(Uberspace Shared Hosting)
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UPC ISP Modem (Bridge Mode) RO

Router & Nat Device ASA Firewall
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Cloudserver mit
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Intranet VLAN

SO0
Switch

FWo0

Staff VLAN
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Badlands
Server mit erhéhten
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(Authentifikationsserver)
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Staff Phone 1

VOIP VLAN
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Multifunktionsdrucker

APO

Staff Wireless Devices
(Phones, Tablets, Notebooks)

Acess Point

Guest Wireless Devices
(Phones, Tablets, Notebooks)

http://localhost:4000/NVS/5CHIF_20170123_Schreib/
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